MM DFE (Complexity science)
JROBIFEII—DTYRIADING

)<

S HEEA

2012412 4H
BAR7OFa7)—=bl=
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HX

= FHEDOEZOHA

Introduction
Systems

Risk Appetite
Emerging Risk

o JRUEAL DX D 4E B EFREE (Construction and Verification of

a Tree of Risk Evolution)
e Case Study: 7AILOUFEEEDEXFHFDORIESH
Summary
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Introduction
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ABZBNT D) —FR—/—[2D\T

0 = Title

— Areview of the use of complex
systems applied to risk appetite
and emerging risks in ERM
practice

The Actuarial Profession

BY N. ALLAN, N. CANTLE, P. GODFREY
AND Y. YIN

= Author
— N. ALLAN
— N. CANTLE,
— P. GODFREY
— Y. YIN

Presanted to The instiute and Faculty of Actuaries 28 November 2011 ( London)
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Y —FR—/\—E L D #Z 4%

» RE7VF217')—IXERMZ BIZERMEII—IZHEITH. K FH
&0k
- TOFaT7)—DERFLRRBRIZT4vb
- MOEMREDBHEBICKY. HXOFMBEHELEKRTH5F v R

» 2010 ~2011FIZERMIZEAT HAE-ARZRET HHHNTES
FXlT. Y —E X 2—I% 9 BHiRL W ERE B {EZ D
HE-MEDT—IEHE

= Milliman&Bristol, Bath K= M Systems CentrehN :EFE SN 7=
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ﬁﬂi*’& 31% &) rohf: ﬁ:ﬁf’E

» LITFN2DONERMIZEE T ARE:

RN RIEITF 1%, TDT IR T YDA EBRIGR TRIT IR IT4
WELWOHERZTRICHFER. EOXIITERL. FRAINIEXKIH?

TEIEXIEZLIZKUN) R (Hard to define risks) 1Z2E D KSIZERHEL
T REN? EQLOILEFENH>T.EFRLEEDLSIFEZRLZDHM?
ZOEBIEEFLL WalkerLIR—FODRABTEAIX. Tv—PUF9 )X
DIELUIZERR) RVDMEICET 2EFNLEFEEEEDITHIEN
TEHTHAD

. - -
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HECNSARED

s [YROEWFIIEEZTHZOFO—IILLT. FOEERBEDTHE

ESr—TFaHICHEFIT LD
— E3POT,. ENENDEEFTHOEZENHILDMN?
— EDVOT . HEADYRILRNILHBHIBDH?

» IX—UUT)RY
- JLXTI)LFDRE
— W2BETAIZTIYY-RI?
- AIZRELROLIAHIGENEDZE, ES5P>TRENDSDMN?

. - -
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WalkerLih—k&l&

» REIRFFEDL. EREEICEITONNTUORDEEZET I 1vbk-
DA —H—EIZFIEL. 2009F11 B[O A—H—HEZE (Areview
of corporate governance in UK banks and other financial
industry entities final recommendations) &/ 3

= 181E DL R—rFI) X 7:E T (Risk appetite) |1E301E!
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WalkerLiR—hkTCHlmESh =Y R ORIT 1EFEDF;

The approach to some form of calibration of risk appetite might include
one or a combination of:

Preferred risk asset ratios
Value at risk
Target agency ratings for the entity

A system of risk or exposure limits including metrics for the range of
tolerance for bad and doubtful debts through the cycle

Concentrations in risk positions
Leverage ratios

Economic capital measures and acceptable stress losses and the
results of stress and scenario analysis

Hi 8 : A review of corporate governance in UK banks and other financial industry entities, Final recommendations, 26 November 2009

. - -
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Systems
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JRIDIELWLR A (The Right Perspective)

10

TEEDLANIILTERIGIRAVEREDFERZRST=DIZIE:

ARG R A TEITNIEGZSEND
ZAEITE R LS TR RS 5
JEHRTZ X A TE S (Cope with non-linearity)
Z240/\1 7 X (Cognitive biases) DFEZERHT S

. - -
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VAT (Systems)

11

VATLODMEIZE T, BHLERBEDO R TET A ENEZ NS
T (E (F—T ) NEHE G % (Complex adaptive system) | T

FAFME: HIR-F 4 (Emergence) ; @5 (Adaptation) ; JE#R R (Non-
linearity)

WAEWAEGHDHTLIARSNTINDS
VAT LBREDY—ILIZELY:

WNODOHLHMEZHFELERETSES

EDEIIVRATLN, TOEBRERDE-HAMEERICEI>TT—VT 50 EE
g BHEMTES

BR300 NDRAZ—#IZ DS TEMNTES (Link different perspectives
together)

. - -
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AT LA (Introduction to Systems)

Output

Input

BB EHID/=00/Z46F tE#i L /-fE L Z % (Components) DEFY

. L) Milliman



AT LA (Introduction to Systems)

Input

% (Complex System) — Zyr—,/Vwo, IS I T ALE

. L) Milliman



AT LA (Introduction to Systems)

Input

Input

B % (Complex Adaptive System,) — & Z 1L

y L) Milliman



8% (CAS: Complex Adaptive System) D%

= BE9%#ED (Has a purpose)

= 138 (Emergence) — &84 (Sub components) A > TLVELVFHE 21K
(The whole) A3 D

= B2 #8#1E (Self Organization) — #&3& (Structure) & & (Hierarchy) &
B, BEMIZERT D, LALYDRAVMIHEY L

MEERATET74—FN\vIIIL—T — EREOEEDRE
ERXIIRT S ERETHHEE

BRIE (Collapse) DB [ZEx#E s (Tipping point) LA EH S DIER
(Critical complexity limit) AR 515

EIEL . BEDREIEE (Evolves and history is important)

JREEIRIED DIEHY A FIY 2Ly (Cause and symptom separated in
time and space)

. - -
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JRO~DIt A (Applied to Risk)

= YRADXFEAE EHEIG R (CAS) DREFEDITRN

s YROE, ZADERDOEMTHEERZFL. BFRlZzNTTHIR
95—Do0O7AER

= 1) R 71213 2 E 7% 4% (Multiple-characteristics) h' & %
= JROIZIFHEELERELNHD
= YR EEMIZIE A/ N1 7 X (Human bias) M3

= IX—DUTYRIITBED /ZTA/\77J- <> A (The past
system performance) M —2 D #EE - £ A (Function)

. - -
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BEEDL AL (Level of Understanding)

Je iz

. L) Milliman



BHEDOEFOLA

Risk Appetite
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1) 241817 (Risk Appetite) — CDB{ETHDES

19

FMEEE=T1EODREDERD—HICELFIGIEETTELA
Eh\f&b\;t

VRO =3B IZEoT —EDAREEDHRITEFLLIAZNVGER (A
R)WNE ihé?f e RTITIN RS

VRVEF=TBoDEEEEZEZERT H_EICHELT—EDHEE
|ISERE LT EREMZZRR I HEeERLHERT HIE(Our
comfort and preference for accepting a series of interconnected
uncertainties related to achieving our strategic goals) |

ROy =REFDEENT/NT+—I U REH#FTH=6
[ZERTE SN SHIEE L DHIPRE (Operational restrictions)

. - -
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E

A 7R EEEE (Idealized Heating System)

» BEOLGEW—HEETOEREZZ A5, ERDEFFIXZLIGLD
HLEIALIRLNAN - -

2 L) Milliman



INENREREEE (Real World Heating System)
 KEGE L DEREE R HENDNBHERIHEN - -

Cost of energy

Minimize
energy use

Gaige \
e f

Environment

" L) Milliman



Cost of financial resources

Optimize
financial resources

RISk

Environment

2 L) Milliman



My T M) R EF (From the top)

= 1) 29Z 1T D Rt FEEFE (Dimensions of risk appetite)

— IN\NTURU—k

- IEAED IO

— LEaT—ar P EE D IEIF75 (Non-financial) ZE&
= 1% = (Board) M E E i {E E %E (Key value) A3l

= JRODEFRRE LR R EFREA (Express acceptable amount and
sources of risk)

. - -
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My T M) R EF (From the top)

Pl

* BEORRICEVWTAARMT TERDDICT R ERZEHEFTFI D
EXMERIIEELTLNS

" 5F([C—EDANUEDERTE, Da{ELBBBIRR T ITERDODIZ+
NEEREHMFTIT LMW RITBPELTLS

" BEDKEICENWT, STEERYRBZERIT S

* I0FIT—EDARNVEDERTYH, DIEKELETEID75% DR ERF
EXS

 TEREBRMNODNHELHOLEAaT—avIteEd Rl EldhoTIE
YA A

. - -
24 Milliman



YR ZEIFEEZSH L TORE

ATy rEShET7TIVaVE

EHREA VTV b E BRRCHEELGECHSA V259 ay L) RO BRFOEEAT
HHTEIBENDHS... (Multiple complex adaptive SHEERENREABIND

interactions) O 7ALERAERT...

CHIETRERIIC, HIEDKXELS, G Z HIIREE
(Multi-objective optimization) THBEL/EFFIZ, EDIAAA—LNDHELEZ S

’ L) Milliman



JARAFEFORBERICIE

* UTFDKIGEREEZIRLI=H...
— JEE R DIKRERH R (Non-linear dependencies) (2%t it
— @t (Adapt) &2 & (Learn)
— MBLEVERE LRI = —2a N AEE
— MRILULVEREIE A AT RE

26
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JZ7ZIFDFA+EX (Risk Appetite Process)

27

FHEEMLIBIEELZSHE X BIED S E (Agree business goals for which
uncertainty matters)

ENEITOAREEMZEFRTEHH 51 (Describe how much
uncertainty you are comfortable with)

THEEMEDORREZ4EE (Identify the possible sources of uncertainty)
AT LD ENMEZEEE R (Describe how that system works)
LFELOVAEEEDOHET/NT+—T U REMFTHIIVNEERTE
(Establish limits which maintain performance within desired range of
uncertainty)

)R 275 8e 1 (Risk capacity) DBIE EV X 7EIFIZxE T D, TDFAZE
(Utilization) BIE DS AL

. - -
Milliman



JRHZBIFOTALR — 8%

\
O FtE LDOHER
@ FFRSNHER =]:y]
© REDMHE

J

TE%&@

Lo N
55)53% é{é%%%é

YR ZEIFIZXL T, YX 72 ZFET (Risk capacity ))& V/—X D

F/ /5 (Resource utlllzatlon) FHTT D10/

2 L) Milliman



A ER (Cognitive Maps) &lE

= YROIZH DB T702—RTDEEET 7Lz D
. FXL—3F LY XY D Cognitive Map

1L.ARL— 3O R
O.EREMNT
AREYIDFTvYH

7R TLDEEZE
BCREAYIDER

8.EE R MW D A28 ID
Baq - e ettt L AT +43

2 L) Milliman




A& E R (Cognitive Maps) D45

» EFRICKDIVRVDEFEZER » RUVIEHENBELG/—FZRET
DRLS: B 5 EF /73534 (Local/Global)
= ZRBAIZ100%IERRILEE RS = ‘T (Gaps)” DYFE
(Full non-linear description)
= I =55 1F3 v X (Dynamics)
" SRR REHHAEDE DfE

» NATADMERLEE » FTEGATD—2—D5IHL

. - -
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A& ER (Cognitive Maps)

YR 707 4—)LdD
SERM 7 EC0 OREE D
FLFIVIORE

DELETCEHNTES

” L) Milliman



AEER DS Bayesian Network ~

= Cognitive MaplZREAEHERE ANRAATZED

1 Operational loss

2 Systems unavailable

3 Staff error in

Yas{3.086%

T N\

7 Staff make mistake 9 Check carried out by

8 Business interuption
5 Staff not experienced
No 95%
No 58%

Yes 4 5%

6 Many transactions Yes 42%

No 80% \ 4 Staff training

No 70%
Yes 48 20%
Yes 30%

- L) Milliman



RADOFT 2y I—2 (Bayesian Network) &l

» BEREHEEDOBERE . EENFEINT=/—F (Node) &% HI (Arc) TRIR
s REREERZETIVIEL,. FHEEEHDLARNILEZHIRTED

Martin Oversleeps

60%

06 04

Eﬂ ﬂ! ﬂ:-l Martin Late

EHETN) 07 04
BZI(Y) 03 06

58%

Hi 8 : Managing Risk in the Modern World (By Norman Fenton and Martin Neil)

- L) Milliman



RADOFT 2y I—2 (Bayesian Network) &l

» BEEDANSAF LS ZERARN MO S15E

» ARFGAFDHERIEMARDERYL. EEOT—2L A A ]6E

09 01

Martin Oversleeps

Train Strike

False

True

60%

False 90%

True 10%

L

E%]'@"ﬂ'(N) 07 04 04 02 Martin Late
False 55 4%
EZI(Y) 03 06 06 08
Hi B8 : Managing Risk in the Modern World (By Norman Fenton and Martin Neil) e o
. | ] -
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RADOFT 2y I—2 (Bayesian Network) &l

= IOIT/—RUDERNEVSERAN MO -5 E

Martin Oversleeps Train Strike

False 60% False

Truge True 10%

ERREP Al

Martin Late Norman Late

False 55.4% False

/=M
B9 5

True 44 6% True

EBZIE3F(N) 09 0.2
EZI(Y) 0.1 0.8

Hi 8 : Managing Risk in the Modern World (By Norman Fenton and Martin Neil)

- L) Milliman



{=$E& (Propagation) &l

» J—RUNEBRILI-ELSIFERMNHEE
» AMSGAFREDOT—FUONELNTEIRBELAEDLD

J—= N
EZ LT

Martin Oversleeps

Train Strike

False

True

60%

False

True

52.941%

47.059%

L

A\ 4

Martin Late

Norman Late

False

True

45.765%

54.235%

False

True

100%

Hi 8 : Managing Risk in the Modern World (By Norman Fenton and Martin Neil)

36

IScenario 1 True

L) Milliman



{=$E& (Propagation) &l

» I—FUMNEBRZILIZEVDIBERIZ(TIEE. T 5A . FEEBIEAS--]

Martin Oversleeps Train Strike
False 44 395% False 34.753%
True 55.605% True 165.247%
| / v
Martin Late Norman Late
False False T9.327%
True 100% Truge 20673%

ISeenario 1 True |

Hi 8 : Managing Risk in the Modern World (By Norman Fenton and Martin Neil)

37
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{=$E& (Propagation) &l

» J—TUH BRI BE RN H =DV -]
» ZDESTEMEH (Backward inference) (ZEED#FETFETITELLY

Martin Oversleeps Train Strike

40.993%

False 48.807% False

51.193% True 59.002%

! / v

Martin Late Norman Late

True

False False

T—F N
BZILT-

True 100% True 100%

IScenario 1 : True | Scenario 1 : True

Hi 8 : Managing Risk in the Modern World (By Norman Fenton and Martin Neil)

% L) Milliman



My ThD) X2 (From the top) — B8

Pl

* BEORRICEVWTAARMT TERDDICT R ERZEHEFTFI D
EXMERIIEELTLNS

" 5F([C—EDANUEDERTE, Da{ELBBBIRR T ITERDODIZ+
NEEREHMFTIT LMW RITBPELTLS

" BEDKEICENWT, STEERYRBZERIT S
* 10FIC—EDANVEDERTYH, DEKEDFTEDT5% DR ET

95
 TEREBRMNODNHELHOLEAaT—avIteEd Rl EldhoTIE
YA A

. - -
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RO DiRE (Sources of Risk)

* KRR DEZEE . AV DIRRE

R—FLANLD
YR &I [

B/S Risk P/L Risk  Reputational Risk}

X X Y _
® ® o ooe

Credit Market Liquidity Underwriting Ope Ope Ope
(Life) (B/S) (P/L) (Repu)

- TNETNDIVRINEHEIARDBIS, PILPLEaAT—3avIZER 5%
% . EAR-UVEET )L (Capital/profit modeling) Yo FH R 0 1|
(Expert judgment) 5 &L TR E

— LYIIEMAROHMEA—RIZLTH, TOHT—E2D o =B IZ %
= H Al HE

. - -
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RO DIRER (Sources of Risk)

[ ) ( Y
= Credit: = Market:
— Reins cpty — Equity
— Distribution cpty — Credit spread
— Derivative cpty — Inflation
. J — Foreign exchange
L. ) — Interest
[- Liquidity )
4
e e
( T -
h
I [
L ol e Moo &
e D G
Dty vty

“ L) Milliman



RO DIRER (Sources of Risk)

~

= Underwriting (Life): )

Mortality
Longevity
Expenses
Lapse

[ S————

J N
- -'/ e

42

~ \ 2 /[ B d
D ) [ Gl | (e (D i ) e

4 \\xv“ 4 e > ‘\\\7 = /,/

e

= Operational:

People
Processes
Systems
Reputation
Legal

Strategic
External events

L) Milliman



RO DiRE (Sources of Risk)

» 1) 254514 (Risk characteristics) &) X7 $84E (Indicators) &) >4

TAHETILDSER

Implemented in AgenaRisk

. - -
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YR DIRER (Sources of Risk)

» SRR ESE A BT (Capture multiple influences)

$E(ZF NPT [EF—DLILED Y X T 4FHEIZ
)220 3 B154Z (Indicators) &7 8

Implemented in AgenaRisk

. - -
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JROBIF DM TERMNLZERUDITS

= ZDANAY (Cognitive) HE,MD ET—2IZE DL V= (Data-driven) 53E®D
HAEHEEFIETS

= ZR4N#E1E X (Cognitive mapping) ALV T. AR O HEEEF

FERELTOET I, ZOERERE (EFR. BEEH. G0
HIEEF)DEREPRFZMNILDFEETHS

» COFIEFERIFVRIEINAL L —D B 2l (ORSA) ©EXR
ETEREDNTAERIZHAAL ZENTES

» IR —T DREET ILIZBBREIZ D

. - -
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)X BIFDEKTE (Setting Appetite)

= RATT U yhT—%4 (Bayesian Networks) DIz k4514
(Propagation properties) % |

C CICHREEFHE...

W CCTEDLE DK ENEHZ TS 1D

. - -
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£81{E D =& (Propagating Evidence)

» FEFRLWVJRVEFLANILDEENAET H')2 vk (Underlying
limits) ICE8 9 4 I15HICES#DS

= 5l Z [X. Counterparty credit...

Vary Low |

Low 1
Medium {

Vary High
—

2104 High oo

Spread of Res Credit Ratings m portfobo

- ) Milliman



E=A1)>% (Monitoring)

= RATT U yhT—%4 (Bayesian Networks) DIz k4514
(Propagation properties) % |

W CCICUR D LAN)LDFEENHE B

CCICEAIEFANS...

. - -
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JZROLARIILDEZ=SR1)>% (Monitoring Risk Levels)

= D) AVIEHE(E (Indicator values) Z AN B &) R EIFIZxT

BVAOLANILDIEEHRMHS

Reinsurance Counterparty Default Risk

Largest exposure 10 single remns countesparty

49

0.0-0.0¢
001-CCS—IHCQ
005-01
01-02
02-05
05-10

Percentage of rems courerparties over 5 pct
00-02 100%
02-04
04-06
06-08
08-10

X y
Correlation between reinsurance couterparties

Very Low BL.015%
Low 14304% v:,mL_g: z 0.393%|/ Ve L:w
Medium 4 1 316% Medum 15316% i
High§1-623% Vi
High Vary High
Very High [
Spread of Reins Credt Ratings in portfobo
A 98.101%)
o Spread of distba Credt Rusings in
A parfoso
&8s
Less than 886

Parcentage of demn courterparies | [Percentage of deriv courterparties
ower 5 pt over 8 pct

Corr et 3o tetween deri vative
couterpaies

L) Milliman



1) 2728 15F (Risk Appetite)

s RESNTLNS7ITO0—F:
— Y RTLEZE (Systems thinking ) D 7 7O0—F%4E A
— Small/Simple Hv5 Large/Complex ~4i 5k A &E
— EDFOBEFOEEICHERAEE
— IV—DUTRBHRADTFTILIERL
— JIYFREBIUV"EZR T DR—RHFIH
— TR ETIIEMROIMFBEZETHTES
- EDRRBEFRENEKRZF>OTHEATELIRAXZER
— “YRY7EE DR XAHEE (Business terms) [ZEHER

50
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Rk — ARXL—3F )L RS (Operational Risk)

Estimation

Distributions Aggregation X Aggregate

. 1} Annual Loss E‘y?‘x ngj‘eﬂ,ﬁf
| , (Loss curves )DiEz
TEDIZELL)...

NS TR
D—OLLE AR IEERD
A>T IREEHT S

1 L) Milliman



BHEDOEFOLA

Emerging Risk

. - -
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[i51 %8 O T /£

s E(IITFEFZRLIZCLN) XY (Hard to define rlsks)J’Et D EOITERH
L. DZFDRSA/N—0OFAFIYIRFREICLT,. EENETET
JLICHEA A S XHEE M TESHH?

. - -
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Iv—UU5 1) XY (Emerging Risk)

» ARV EZR (Entry) [ZBEL. YRI D573 $E (Risk
register) =& Z SR, —REIIC—DDINILZEREA
3¢95

= LAL, REEDIGE., JEIFZ58MTIEAL

» JYUFFHIGESANILZERALTL, [FlEMREe I 4628
MTES

= AR OTIZIIZE>TUT DR HT A ATRE:

— EDVRIVEZRMNEUTILNS D]
— YROOFN)ADHEFENEDISITHEIET HHDIEEE
— [FEROBENGFTIFDOFHEMNY

54
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#E{E B9 R4 (Evolutionary Risk) 7 7O—F B8

s LR ELTDIVA—TS5A4 X )RY

= YROWNELT HBIEEEDISIZETILIETESD

= YRODEEIZE D EIGRREL =T H
- BEMEEOREFLN,ERR
— IR—DUG BAFIVIFEREVATIVIR) RIIZRT B8
— MEIcA=——oYRID R

. - -
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SR (Cladistics) ERBER L

=& (Phylogeny) #E€]

» HBOHELEFD. ROBEREREIT AN IIL—TEHTET S5 LR
= INEDT I —TDHILDELFXIEREITHEEENTES

= ZNT DT IL—TEOBEREMETES

s JRODZRHBERDIEBREIZKST, LUTHATARE:

- ECTHAENRSGEIOTLDH IS

— FEIRIKF M (Path dependency) 21 XU D 1k (Co-evolution) &

HIZEARS
—- BEOROHRULERGEFETETE

— IV RIODETIVIED =D FIADER

56
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Mz ER (Cladistics) D FEiE — HH

i+ 0 00 0 0 1
shark [ 1T 0 1 00
salmon || |1 1 1 0 0
lizard |1 1 1 0 1 0

a b c d e f

YYAFF sharl(

i
oF
|

salmon  lizard

a. MU (Paired fins)
b. HZ( Jaws)
c. K=K BH (Dermal bones)

d. W9 L (Finrays)

e. fifi(Lungs)

f. XKD E (Rasping tongue)

57
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A

B
C
D

58

Possible wa

< < Z2

Y

Most parsimonious solution

4is iR (Cladistic) D7 FA—F

N
Y
N
N

s of organising the data

< < 2 Z2

Characteristics

Scenario . Chaacteristies
i 2 ] 3 | 4 | 5 | 6

N
N
Y
N

< < 2 Z2
Z < < Z

. - -
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YRVEEDBHERDEROTOER

Step 1

Produce initial
trees

Step 4

Combine set of
solutions for each

group

59

Prepare Data

Step 2

|dentify groups of
highly related risks

Step 5

Rejoin out groups
into a single final
tree

Step 3

Apply exact
algorithm to each

group

Step 6
Verify the tree

L) Milliman



YR €L DTS B D 1ERL EARELE

(Construction and Verification of a Tree of Risk Evolution)

Case Study:
TAILSULEEED

=X ORIREH

.I|In|

. - -
Milliman
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1) 294514 (Risk Characteristics)

/

AEPBOM1TT\G— 25§

61

Risk Characteristic

1.1 Portfolio risk selection

1.2 Portfolio Management

1.3 Claims management

1.4 Technical Reserving

1.5 Reinsurance arrangements

1.6 Longevity risk (Pension)

1.7 Pricing

2.1 Reinsurance Credit Risk

2.2 Insurance products credit risk+A23

Code

Blroooxlmm.booml—\

2.3 Insurance operations credit risk
2.4 Invested assets credit risk

3.1 Asset and liability matching

3.2 Investment default

3.3 Currency risk

3.4 Basis risk

3.5 Property price depreciation

3.6 Equity risk

3.7 Interest rate risk

3.8 Commodity risk

3.9 Spread risk

4.1 Assets liquidity

4.2 Funding liquidity

4.3 Liability liquidity

4.4 FX liquidity

4.5 Intra-day liquidity

5.01 Internal fraud / Unauthorised Transactions
5.02 Internal fraud / Theft and Fraud
5.03 External Fraud / Theft and Fraud
5.04 External Fraud / System Security

NNNNNMNRNNNRNNNRERRRR R R P
© O ~NOOUSWNRELRO®OO®NOUWUMWN PR

5.05 Employment Practices / Employee Relations

5.06 Employment Practices / Safe Environment

5.07 Employment Practices / Diversity & Discrim.

5.08 Improper Business or Market Practices
5.09 Published Financial Statements

5.10 Advisory activities

5.11 Damage to Physical Assets

5.12 Bus disruption & sys failures / Systems
5.13 Transaction Capture & Maintenance
5.14 Monitoring & Reporting

5.15 Customer Intake and Documentation
5.16 Customer & Client Account Management
5.17 Trade counterparties

5.18 Vendors & Suppliers

5.19 Compliance with existing regulation
5.20 Increase in regulatory costs

5.21 Failure to implement Solvency Il

5.22 Cross sector funding FSCF

5.23 Product Flaws

5.24 Expenses overruns

6.1 Regulators

6.2 Corporate responsibility

6.3 Investors / JV Partners

6.4 Media

7.1 Legal, Public Affairs & Regulatory

7.2 Macro-Economic

7.3 Changing Claims Patterns

8.1 Internal

8.2 External

8.3 General

) Milliman
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1) 29451 (Risk Characteristics)

- l/,l'FOD ') ZO*F#IE% HSID ) AV HFEZETEDH D

62

Risk Characterlstlc

1.1 Portfolio risk selection

1.2 Portfolio Management

1.3 Claims management

1.4 Technical Reserving

1.5 Reinsurance arrangements

1.6 Longevity risk (Pension)

1.7 Pricing

2.1 Reinsurance Credit Risk

2.2 Insurance products credit risk+A23

] 2.3 Insurance operations credit risk

[HEN

2
3
4
5
6
4
8
9

=
o
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1. Economic Downturn

Failure to deliver the required scale and breadth of
Improvement plan benefits leading to under delivery of
projected 2011 UW result.

Business does not achieve planned growth.

4. ABC integration / alignment.

63

Loss of key intermediary / corporate account through
failure of intermediary or transfer of business to
competitor.

. - -
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64

Fail to recognize and protect portfolios against the
effects of larges losses and abnormal weather

Current review by Lord Chancellor requires reserve
strengthening for Ogden lump sum awards delivery of
projected 2011 UW result.

Adverse Bodily Injury trends continue to rise.

Insufficient rate within Commercial Property portfolios to
achieve required risk adjusted return

Fraud trends continue to rise

. - -
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T—3®D#(iF (Data preparation) — Ireland Data

= {TIEY RO F1)A (Rows as risks or scenarios)
o ?IHZJ:')X75F¥?’|‘$O)5’§)L(Risk characteristic labels)
1 IX) RO FYAIZE

HDJRIFENFRET AIEETTRY

15
1.1 Portfolio 1.2 Portfolio 1.3 Claims 1.4 Technical Reinsurance
Risk ID | Risk Risk Selection | Management Management Reserving Arraignments

©

10
11
12
13

- Outcome of test Achats by ECJ — EU gender directive decision.

65

Economlc Downturn.

Fallure to deliver the required scale and breadth of
improvement plan benefits leading to under delivery of
projected 2011 UW result.

Business does not achieve planned growth.
ABC integration / alignment.

Loss of key intermediary / corporate account through failure of
intermediary or transfer of business to competitor.

Non-compliance with regulatory requirements, including
subsidiaries.

Inadequate Data Privacy procedures.

Risk of adverse development of Prior Year claims on X Book.
Repeat of catastrophic weather events.

Implementation of Periodic Payment Orders.

Failure of Software House.

Immature capability re direct and on-line channel.

XXX Insurance Ireland S&P downgrade.

. - -
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T—AR 0% (Data preparation) — UK Data
T e

® 8
2 |eot £ g2l 2c
cs|sg|eg|e2|€s|355| £
st|Eel=g|lsE|2ak| 25| 2
£ 0 g Rlo 1 02| So| o o
o clmecl|lFol|l 25| 2 ~
Co|lNS| 58| wx|XT| o o
< | = E|ld [wg|<2
Risk - e
Fail to recognise and protect portfolios against the effects of larges losses and abnormal
1 1 1 1
weather
Current review by Lord Chancellor requires reserve strengthening for Ogden lump sum awards 1
Adverse Bodily Injury trends continue to rise 1 1 1
Insufficient rate within Commercial Property portfolios to achieve required risk adjusted return 1
Fraud trends continue to rise 1
Focus on top line leads to a failure to maintain underwriting, pricing and controls discipline 1 1 1 1
resulting in negative bottom line impact
Inadequate reserves to cover Disease (asbestos, deafness, vibration white finger) and Abuse 1 1 1
claims
The European Court of Justice rules against gender based risk pricing in insurance contracts 1
(Achats)
Periodic Payment Orders (PPOs) adversely impact current reserve levels 1 1

Lack of capacity for key initiatives, deals and change programmes resulting in poor execution
and / or poor integration

Systemic Credit risk event such that default levels on unsecured credit reach 1991 levels or
default of a major counterparty

12 | Poor control of Delegated Authority Schemes business results in a loss

10

11

13  Fail to achieve business case for key initiatives, deals, change programmes
14 Inflation drives adverse impact on expense base and claims cost
- Fail to adapt and implement changes to the regulatory architecture, including Solvency Il

. - -
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7 = Pricing, 38 = Trans Hh5 %Dt 535z &% (Clades)

3,8,9, 10, 11, 13, 16, 17, 18, 19, 20, 21, 24,55 .
B RE-1 Economic Downturn
49 Expenses overruns
Portfolio Management . .
: : B |RE-2 Under delivery of projected UW result
Pricing 2 Changing Claims Patterns .
4,56 Technical Reserving .
7 = |RE-9 Repeat of catastrophic weather events
A . 7 0 c .
Portfolio risk selectio B RE-10 Implementation Periodic Payments
45, 54 . .
: _ B RE-14 Outcome - EU gender directive
Changing Claims Patterns

=B |RE-5 Prior Year claims on X Book
52, 53
=B RE-13
- B RE-& I I N I
- JRY RIS FUF DS E
» Vendors & Suppliers : B IRE-5 (R|Sk reg|ster)
37
=B RE-11
38
3 = IRE-3 Bus doesn’t achieve planned growth
Int | . . .
%8 nierna B |RE-4 ABC integration / alignment
Transaction Capture & Maintenance Cant S ;
-y B |RE-T Inadequate Data Privacy procedures
Customer Intake and Lecumentgiicg m |RE-12 | Immature capability re on-line channel
Customer & Client Account Management
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8,9, 10, 11
B LI-11
37
38, 40, 41 B L-10
B 12
49, 56
B 14
management = W r
3
5, 56
4 B LI-F
Technical Reserving B g
46, 54, 57
B 15
54 Legal, Public Affairs & Regulatory -
B L5
Pricing B |- 2
7
- - B LIl-4
Changing Claims Patterns
3, 56 Claims management
B J}-3
1 Internal fraud / Unauthorised
. _ Transactions 3, 26, 39
Portfolio risk selection - B -E
Portfolio M ' B
ortfolio Managemen o L1

7ikEF (Clades)

Fraud trends continue to rise

Inadequate reserves to cover Disease and Abuse claims

(PPOs) adversely impact current reserve levels

The European Court of Justice rules against (Achats)

Review by Lord Chancellor requires reserves rise

Insufficient rate within Commercial Property portfolios

Adverse Bodily Injury trends continue to rise

Failure to maintain underwriting, pricing and controls

Fail to protect portfolios against larges losses and

abnormal weather

Reinsurance arrangements =

68
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H AL %51 (Evolutionary Properties) MR

» BIEEORERS
— &R D 55 (Cascading bifurcation) ME S BE 5 1., BoGEIED
SERLGEAT. IX—DUT VR EEZBND
» RFOHFRHBEICTEFORERTET D
— BOERERYBRT-OFEORHKICETLIFANIZTES
» MR(CELTHEFHERET
— RREGERHHO/N 2= HEHH07?
s YR THENERLTWSIEE, BHZHA
— —RRBIICITURDIIEHIZED
s RN/ E DR THHEDBZA-2DONHLHM?
— ZOINEF—=2FFHFLWRIADFENMNY LEBEE K
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BELTH., 2 ELTHEES
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Expenses
overruns

Portfolio risk
selection

Transaction Capture
& Maintenance

Claims
management

Internal strategy

Pricing

Legal, Public
Affairs &
Regulatory



BEIC& DR EE,

(Leverages Existing Information)

» WEINT=) R P EEIEER (Risk register info) ZAULV\AF %

« 41 D4 %518 B (Characteristic classifiers) D&

2 i

k3 - PO R
8% £ ® e £22E
5s 28 S 2k
. adl s 485 wzfnt
Risk ID Risk 3" =5 e
— Risk Characteristic Code | | 5.05 Employment Practices / Employee Relations 30
[Economic Downturn.
1.1 Portfolio risk selection 1| |5.06 Employment Practices / Safe Environment 31
Failurg to deliverthe required scale and breadth ofimprovement plan benefitsleading to under delivery 1.2 Portfolio Management 2| [5.07 Employment Practices / Diversity & Diserim. 32
#fpfoleded 2011UwW r_esult. 1.3 Claims management 3 | | 5.08 Improper Business or Market Practices 33
Business does not achieve planned growth. 1.4 Technical Reserving 4| [5.09 published Financial Statements 34
IABC integration /alignment. 1.5 Reinsurance arrangements 5 | | 5.10 Advisory activities 35
Loss of key intermediary / corporate account through failure of intermediary or transfer of businessto 1.6 Longevity risk (Pension) 6 | | 5.11 Damage to Physical Assets 36
lcompetitor. 1.7 Pricing 7 | |5.12 Bus disruption & sys failures / Systems 37
INon-compliance with regulatory requirements, including subsidiaries. 2.1 Reinsurance Credit Risk 8 | |5.13 Transaction Capture & Maintenance 38
Inadequate Data Privacy procedures. 2.2 Insurance products credit risk+A23 9| |5.14 Monitoring & Reporting 39
Risk of adverse development of Prior Year claims on X Book 2.3 Insurance operations credit risk 10 | |5.15 Customer Intake and Documentation 40
e 2.4 Invested assets credit risk 11 | | 5.16 Customer & Client Account Management 41
Repeat of catastrophic weather events. 1] 3.1 Asset and liability matching 12 | | 5.17 Trade counterparties 42
Implementation of Periodic Payment Orders. 1 3.2 Investment default 13 | | 5.18 Vendors & Suppliers 43
Failure of Software House. 1 | 3.3Currency risk 14 | | 5.19 Compliance with existing regulation 44
Immature capability re direct and on-line channel. 3.4 Basis risk 15 | | 5.20Increase in regulatory costs 45
XX Insurance Ireland S&P downgrade. :; :ropcrtv kpricc depreciation 1? :.iizallure to imflcr;’lem:socl:cncy I d:
— - L J I .
NWQyicom of test Achats by ECJ - EU gender direcivadas™ 2 imeret i 7 | Frrrrrr— ig
— 3.8 Commodity risk 19 5.24 Expenses overruns 49
3.9S5pread risk 20 | | 6.1 Regulators 50
4.1 Assets liquidity 21 | | 6.2 Corporate responsibility 51
4.2 Funding liguidity 22 | | 6.3 Investors / JV Partners 52
4.3 Liability liquidity 23 | | 6.4 Media 53
4.4 FX liguidity 24 | | 7.1 Legal, Public Affairs & Regulatory 54
4.5 Intra-day liquidity 25 | | 7.2 Macro-Economic 55
5.01 Internal fraud / Unauthorised Transactions 26 | | 7.3 Changing Claims Patterns 56
5.02 Internal fraud / Theft and Fraud 27 | | 8.1 Internal 57
5.03 External Fraud / Theft and Fraud 28 | | 8.2 External 58
5.04 External Fraud / System Security 29 | | 8.3 General 59
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2 #r (Analytics)

» BEIESN-)RYTAT4— LB DL :
S 0
ED AT EIEE:
EV) 7] AE - . ‘
3 *
O i
- JA74—ILOEELMN £
N ¢
: ¢
i
H {5t (1 v
— - &
H i5]H nter connect|V|ty
— RIGEEZILDOHHE |
d~5"/ = s i,
EEERAEEREER RN EEEEER R
Fraquency of Stte (Frequancy of State 0)
. Risk Score  Risk Score  Risk Score Risk Score  Risk Score Risk Score
Key evolutionary Number of Important | 515 i 5 w5 s . s e o
UK-6 12 SC-1 18 XX-7 6 IRE-2 6 -2 6 c-1 11
CharaCter descendant CIade UK-1 9 SC-11 17 XX-23 5 IRE-7 6 1-10 6 c-3 10
riSkS UK-7 8 SC-3 14 XX-32 4 IRE-1 5 -11 6 Cc-8 6
UK-8 6 SC-15 13 XX-6 3 IRE-8 5 I-1 5 c-9 6
e - - UK-2 5 sC-13 12 xx1 2 RE1L2 FEE 4 C6 5
Transaction Capture & Maintenance (38) 13 B UK-4 5  SC-14 12 XX-4 2 IRE-14 4 -8 2 c-7 5
Legal, Public Affairs & Regulatory (54) 13 Clade G UK-9 5 sC-2 11 XX-31 2 IRE-4 3 1-12 2 C-5 4
K- 4 1 XX- 2 IRE-10 -4 1 c-4
Portfolio Management (2) 12 Subclade of A uIes SC10 ° 3 3 3
UK-10 3 SC-7 5 XX-8 2 IRE-5 2 -5 1 C-10 0
Pricing( e i UK-12 3 SC5 4 X2 1 IRE-3 1 16 1
Internal (57) 7 D UK-14 2 SC-6 4 XX-28 1 IRE-6 1 -7 0
Claims Management (3) 7 C UK-15 1 SC-12 4 XX-29 1 IRE-11 1
- UK-11 0 SC-16 4 XX-9 0 IRE-13 1
Claims Management (3) 7 Subclade of F sC.o 3 YX.27 0
Portfolio Risk Selection (1) 6 Subclade of A 5C-8 1
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JZYMDHE4E (Risk Evolution) — H<1)—

= JROIZIE YT A EEiEEH DDNANEH S

s KWVT =B NIL. RFEF LD (Phylogenetic) #1iT (&Y. KL
TDEI%GEFETESE L D FER (Evolutionary information) Z4E Bk
TE5:
— ¥A(Classification) . # 47342 X (Dynamics) . &[] (Direction) ., D%

ML) (Connections) . fE B & Z % (Interdependence) . 22 M5 Vi
4 (Highly influential characters)

— EDIIITNRIODEDIREEIZIEY . D ESERI(Evolve) I56M
— > kO—)L(Controls) &IREE (Environment) MED KSIZY RIS RTF
L (Risk system) [ZE2£F 5 h
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H<1)—(Summary)

ARG RVERICK VAT L DBEAGREANDE

75

FZD)RIDAITSEEMIZE->TERLEZY oY TES
ZCTHBNALEY—IIEEDESIE2ATOTEIZEHERTES
CCTCHBNALEEMIE BT IRV FHFEERLGTENDET S (L
MLARZED“Black Swans” [Z¥ L TEAED TILAELY)

ESRADFAFIVIRARERT IV EEBBITET7IF 17 )—Kk
DEMZEFRT S
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